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Hi there 👋
LinkedIn is a vital tool for professional
networking, but it has also become a
playground for sophisticated social
engineering.

Unlike traditional cyberattacks that rely on
malware, these scams arrive as normal
conversations from polished, credible-looking
profiles. They borrow authority from
recognizable brands to nudge your staff into
small, seemingly innocent actions, such as
clicking a link or sharing "verification" details.

To protect your business, we recommend
establishing "hard-stop" rules for all
employees. Any request for money, gift cards,
or crypto during a recruitment process should
be an immediate red flag. Staff should also be
wary of recruiters who use personal webmail
addresses (e.g., @gmail.com) instead of official
company domains, or who refuse to verify
their identity through formal channels.

The goal isn't to turn your team into
investigators, but to standardize simple
verification habits. By slowing down, keeping
conversations on-platform longer, and
verifying roles through official company
websites, you can shut down these scams
without hindering legitimate networking.
These easy defaults significantly reduce the
risk of data exposure and account
compromise.

If you want to ensure your staff has the latest
tools and training to fight these evolving
recruitment scams, we are here to help.
Contact me today at
csalyards@pcsknox.com to secure your
team.

Carl Salyards
Business Development Rep,
PCS Inc.

DID YOU KNOW
Did you know that, as of 2020, over
455 million websites use WordPress
as their CMS? This means
WordPress has a 35% market share
of all websites worldwide!

GET IN TOUCH
865.324.3363

pcsknox.com

csalyards@pcsknox.com

https://scope.ie/website-development/choosing-a-cms-joomla-vs-wordpress/
https://scope.ie/website-development/choosing-a-cms-joomla-vs-wordpress/


Registration Now Open: 3rd Annual Tee Up for Hope
Golf Tournament

Registration is officially OPEN for the 3rd Annual Tee Up for Hope
Golf Tournament, an event that’s incredibly close to our hearts at
PCS. In just the past two years, this tournament has grown into
something truly special, supporting an even more meaningful
cause. For those who are unaware of the great work that New
Hope does, they are a safe haven and lifeline in Blount County for
children and families impacted by abuse. In some of their darkest
and most uncertain moments, New Hope provides a safe,
compassionate environment where children can begin to heal, be
heard, and feel protected again. Through counseling, advocacy,
and essential support services, they are there every step of the
way, helping restore a sense of safety, dignity, and hope when it’s
needed most. It’s an organization we’ve proudly supported for
over 8 years, with team members serving on the board for over a
decade.

Because of your support, this event continues to make a real
impact. In year one, we raised nearly $9,000. Last year, we more
than doubled that: raising over $19,000 to directly support New
Hope’s mission of restoring hope to children and families. This
year, we’re aiming even higher, but we can’t do it without the
incredible teams, sponsors, and community partners who make
this tournament possible. Every registration, sponsorship, and
donation helps change lives.

Join us on October 16th, 2026, at Egwani Farms Golf Course in
Rockford, TN, with flights available in the morning and afternoon.
Whether you’re putting together a team, sponsoring the event, or
simply making a donation, there’s a way for everyone to get
involved. 

Register today at pcsknox.com/new-hope-golf-tournament and
help us continue restoring hope in Blount County!
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MFA is a strong front-door lock. But it’s not the
only thing that decides whether someone can
get in. After you sign in, your browser keeps you
logged in using a session token (often stored as a
cookie). It’s the digital version of a wristband at
an event: once you’ve been checked, the
wristband proves you belong there. If an attacker
steals that wristband, they may not even need to
bypass your MFA prompt.

That’s the core of session cookie hijacking. The
attacker isn’t “cracking” MFA. They’re skipping it
by replaying your already authenticated session.
This isn’t a reason to stop using MFA. It’s a reason
to stop treating MFA as the finish line.

THE “SESSION COOKIE” HIJACK: WHY MFA CAN’T
ALWAYS SAVE YOU
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WHY MFA ISN’T A “GAME OVER” CONTROL

MFA is still one of the best upgrades most
businesses can make, but it doesn’t end an
attack on its own. The reason is that attackers
don’t always try to beat the login step. They try to
go around it.

Cloudflare notes that “attackers are finding new
ways to circumvent MFA” and that modern
incidents rarely involve a single isolated
technique. They’re “part of a chain of attacks.” 

In other words, MFA can prevent much of
credential theft, but it doesn’t automatically
protect against what happens after a user
successfully signs in.

That’s where session cookie hijacking comes 

WHAT A SESSION COOKIE IS AND WHY
ATTACKERS WANT IT

When you sign into a web app, the site needs
a way to remember that you’ve already proved
who you are. That’s what a session is: a
temporary “logged-in” state that saves you
from entering your password and MFA code
on every click.

Kaspersky explains that session hijacking is
“sometimes called cookie hijacking” because
cookies are commonly used to store the
session identifier that keeps you
authenticated.

Proofpoint describes session tokens as digital
“keys” that allow a user to remain
authenticated. It warns that stealing valid
tokens lets attackers impersonate legitimate
users and potentially bypass authentication
measures “like MFA.” That’s why session
cookie hijacking is so highly leveraged.

If an attacker can steal the cookie or token
that represents your active session, they’re not
trying to defeat the login process. They’re
attempting to reuse what you already
completed and access the same apps and
data as if they were sitting at your keyboard.

HOW SESSION COOKIE HIJACKING
ACTUALLY HAPPENS

AiTM phishing – Adversary-in- the-middle
(AiTM) phishing is the “proxy login” trap. You
think you’re signing into a normal service, but
you’re actually signing into a lookalike page
that sits between you and the real site. The
attacker relays the login in real time, so
everything appears to work, including MFA.

Browser-in-the-Middle session stealing. It’s
similar in spirit, but it’s even more “hands- on”
from the attacker’s side. Instead of stealing a
password and running away, the attacker
effectively places themselves in control of the
browsing session.

Cookie theft from the endpoint. Not every
session hijack starts with a fancy proxy.
Sometimes the attacker simply steals session
data from the device itself, allowing attackers
to impersonate legitimate users.

MFA IS A BASELINE, NOT A 
FINISH LINE

MFA is still essential. It blocks a huge
amount of credential theft and makes
basic account takeover harder. But session
cookie hijacking is a reminder that
attackers don’t always try to defeat the
login step. Sometimes they reuse what
happens after it.

The practical response is layered and
realistic. When those controls work
together, MFA stops being a checkbox
and becomes a strong baseline backed by
protections around the session itself.
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THE “BACKUP EXIT” STRATEGY: CAN YOU MOVE
YOUR DATA WITHOUT THE VENDOR’S HELP?

Signing up for a SaaS platform is usually the easy part. A few clicks, a credit card, and you’re
in. The first real test of a SaaS relationship isn’t onboarding. It’s the exit.

For many small businesses, the front door is wide open, but the emergency exit is bolted
shut.

Your business data isn’t sitting in one system. It’s spread across platforms, integrations,
plug-ins, and automation. When one vendor changes pricing, terms, features, or risk profile,
you don’t just “switch tools.” You either move your data cleanly, or you stay stuck.

This is where a backup exit strategy matters. It’s a pre- planned method for extracting and
migrating your data without relying on vendor hand-holding, surprise costs, or emergency
timelines.

The Financial Cost of the “Proprietary Trap”

A weak exit plan doesn’t just slow innovation.
It quietly increases operating costs because
you end up paying for a setup you can’t easily
change.

When you’re locked into a vendor, spending
becomes sticky. You can’t right-size quickly,
consolidate tools, or move workloads to a
better-fit platform without turning it into a
major project. That’s how waste hangs
around.

The real cost isn’t the monthly invoice. It’s the
lack of options. When your data can’t move
easily, every renewal, pricing change, or
product shift becomes a forced decision
instead of a strategic one.

A true backup exit strategy flips that dynamic.
It gives you the ability to migrate on your
timeline, reduce duplicate tooling, and make
cost decisions based on value rather than
inertia. In practical terms, it turns “we can’t
leave” into “we can compare, choose, and
move when it makes sense.”

Securing the Move

Once you decide to move your data, the
migration itself becomes a high-risk moment.
Not because migrations are inherently unsafe,
but because they concentrate exactly what
attackers want:

High-privilege access
Lots of open sessions,
A lot of data moving at once

During a data move, your team is often signed
into multiple admin- level tools at the same 

time. An attacker doesn’t need to “crack” your 
password if they can steal the session token
that proves you’re already authenticated.

Cloudflare notes that attackers are finding ways
to circumvent MFA as part of broader attack
chains, which is why the safest approach is
layered rather than relying on one control.

To protect your backup exit migration:

Use phishing-resistant sign-ins where
possible.
Tighten session controls so privileged
sessions expire sooner and re-authentication
is required for risky actions.
Treat device health as part of access: run the
migration from a managed, patched,
protected device.
Monitor for suspicious access during the
move.

Contact us and we’ll help you identify portability
gaps and create a practical exit plan you can
actually execute.
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MICRO-SAAS VETTING: THE 5-MINUTE
SECURITY CHECK FOR BROWSER ADD-ONS

Browser add-ons have a funny reputation. They
feel “small.” A quick install. A tiny productivity
boost. But in practice, a browser extension is
like a micro-vendor sitting inside your browser
session. It can see what you see, interact with
the pages you open, and sometimes access the
same cloud apps your business runs all day.

That’s why a five-minute check matters. Not
because every extension is bad, but because it
only takes one over-permissioned add-on-or
one bad update-to turn “helpful” into exposure.

Why Browser Extensions Are a High-
Leverage Risk

Browser extensions sit in the most sensitive
place in modern work: the tab where your staff
live all day.

That matters because extensions aren’t just
“apps”. They’re granted special authorizations
inside the browser which makes them
attractive targets that’s disproportionate to
how “small” they feel.

When an extension can read and modify what
happens in the browser, it can potentially see
data in cloud tools, capture what’s typed into
forms, or alter content on a page.

The 5-Minute Extension Check

1.Vet the developer like a real vendor. If you
can’t clearly tell who built it and how to
contact them, don’t install it on a work
browser.  

2.Read the description like a contract. If it’s
vague about what it does or what data it
touches, treat that as a red flag.

3.Permission sanity check. Broad “read and
change data on all websites” access is rarely
justified for a simple productivity tool.

4.Watch for permission creep. If an extension
suddenly asks for  new permissions, pause.

5.Decide: approve, avoid, or escalate.
Approve clear, least- privilege tools. Avoid
vague and over-permissioned ones. Escalate
anything touching sensitive systems.



QUICK RED FLAGS FOR FAKE
RECRUITMENT SCAMS
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LinkedIn recruitment scams don’t succeed because staff are careless. They succeed because
the outreach looks normal, the process feels familiar. Use this checklist as a quick pause
button before engaging, clicking, or moving the conversation forward.

Vague job description, unclear role details, or “we’ll share
specifics later.”

Pressure to move fast: “limited slots,” “complete today,” “fast-
track hiring.”

Push to move off LinkedIn quickly onto WhatsApp/
Telegram/personal email.

Requests for money, fees, gift cards, crypto, or “equipment
purchases.”

Requests for verification codes.

Requests for sensitive personal info early, like ID scans or bank
details.

Any request for non-public company information (org charts,
client lists, internal tools).
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Technology Trivia Time!

Each month, you have a chance to win a $25 Amazon Gift Card by being the first person
to email us with the answer to our Tech Trivia Question of the Month! See, there are
perks for actually reading this thing :) 

The question this month is:

At what university must al l  students
pass a swim test or take a swim class
to graduate,  as the school considers it
a "self-survival ski l l"? 

The first person to email bschreiber@pcsknox.com with the correct answer gets a $25
Amazon Gift Card!

“CLEAN DESK” 2.0: 
HOME OFFICE SECURITY DEFAULTS 

THAT PREVENT REAL INCIDENTS

A modern “clean desk” is about stopping physical-to-digital shortcuts to secure
your home office tech.

Use these defaults as a baseline:

Lock the screen every time you step
away with a short auto-lock timer
as well as a manual lock habit.
Don’t share work devices with
family or guests.
Store laptops like they’re valuable.
Keep home routers supported and
patched.
Replace the end-of-support gear.
Use strong sign-ins and MFA
everywhere. 

Keep browsers and extensions
controlled.
Patch laptops quickly and restart
when prompted.
Use device protection on endpoints.
Treat AI automation like a power
tool with approvals for payments,
exports, and account changes.
Make reporting easy for suspicious
messages, weird sign-ins, or
unexpected prompts.

In 2026, the home workspace isn’t a side setup. It’s part of your business perimeter.
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Thank You!

Thanks for taking the time to read this month’s newsletter. We
hope you picked up a few helpful tips or ideas to make your tech
work a little smarter for you. 

If you ever have questions or want a second opinion on anything IT-
related, my team and I are only a phone call or email away. 

CONTACT US ANYTIME!

865.273.1960

marketing@pcsknox.com

pcsknox.com

1720 Topside Rd.,
Louisville, TN, 37777
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